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CEPTI MEJIbHUK

CEPI'T BOCKOBOMHIKOB

HanjioHanbHa akazeMis Ciay»k6u 6e3mneku YKpaiHU

AMUTPO CTYIIAK
Kutomupcbkuii BiicbkoBUM iHCTUTYT iMeHi C. I1. KoposiboBa

ONTUMIZALIA ®AXOBOI MIITOTOBKU MAMBYTHIX ®AXIBIIIB
3 KIBEPBE3IEKHU HA OCHOBI IHHOBALIMHOI EJATOTIKH TA
IHTETPOBAHOTI'O NIAX0AY B CUCTEMI PEII3ALIT KJIIOYOBHUX
KOMIETEHIIY BE3NEKHU B IH®OPMALIIHHOMY CYCHI/JIbCTBI

O6rpyHTOBaHO onTHMi3alnio ¢daxoBoi miAroToBkHM MaWbyTHIX ¢axiBLiB 3 Kibepbesnmeku Ha OCHOBI
iHHOBaLiHOI MeAaroriku Ta iHTErpoBaHOTO MiAXOAy B CHACTeMi peasisanii KJHOYOBHUX KOMIIETEHLiH
6e3neku B iHpopManiiiHoMy cycnisibcTBi. BusHaueHo, mo cnenuéika paxosoi niAroToBku i popmyBaHHSA
npodeciiHOi KOMIETEeHTHOCTI MaWOyTHiX ¢axiBUiB 3 Kibep6e3neKd 3yMOBJIIOE 3aCTOCyBaHHS
iHTerpoBaHoro miaxony, 1o 6a3yeThbCs Ha MDKIpeJMeTHUX 3B'sA3Kax ¢axoBux i ¢yHJaMeHTaIbHUX
HaBYaJbHUX JUCLHUILIIH Ta epeKTUBHOrO pPO3MOJiNy HaBYaJbHUX MOAYJIB B cucteMi npodeciiiHol
MNiIFOTOBKHU 3 ypaxyBaHHSIM MOJepHi3aliliHUX OCBITHIiX 3MiH, ejaroriyHoi iHHOBaTHUKU Ta 3aCTOCYBaHHI
iHHOBaLIMHUX OCBITHIX TeXHOJIOTIN AJ11 $opMyBaHHS KOMILJIEKCHOI TOTOBHOCTI 0 peaJsizauii paxoBux
KOMIIETeHLiH 3 KibepOe3neKu.

KirouoBi csioBa: iHpopmalifiHa 6e3neka, kibep6e3neka, paxoBa MiZroToBKa, iIHHOBAlitHUX OCBITHIX
TeXHOJIOTiH, iHTerpoBaHUM miaxif

3arajibHa NOCTAaHOBKA mnpo6semMu. CTaH poO3BUTKY iHPoOpMaliiiHOro cychiibcTBa Ta iHpopmaniiHOI
iHdpacTpykTypu YkpaiHu Bu3Hauae npodeciiiHi BUMOTH JiepKaBHUX Ta MPUBATHUX CTPYKTYP AJs HiATOTOBKHU
¢daxiBuiB y ranysi iHdopmaniiiHoi Gesnmeku Ta Kibepbe3sneku. Codepu mnpodeciiiHoi aisapHOCTI ¢axiBLiB
indopMalifiHol 6e3M1eKy NPOTArOM OCTaHHIX TPbOX AEeCATUNITh CyTTEBO PO3BUBAIOTLCS, a cdhepa Kibepbesneku 3
2000 poky (HauioHanbHa cucTeMa Kibepbe3sneku B YKpaiHi IOpUAMYHO BU3HA4YaeTbcA Jjuile B 2016 pouwi).
HaykoBui Ta npakTukytoui ¢paxiBui raaysi BijaHauyarTh, L0 3MiCT KOHLENIil KibepOe3MneKn OXOIMJIIE He TiIbKU
TexHoJIoril, ase, HacaMmmepej, JaOACbKi pecypcu. ExkcrepTd Ta mnpejCcTaBHUKM YCTaHOB, 3a/lyYeHUX [0
HalioHaJbHOI cHUCTEMU KibepOe3nekn YKpaiHH, BiA3HAYalOThb aKTYaJbHICTb Ta HEOOXiJHICTb HaIEXHOTO
KaJ[poBOro 3abe3nevyeHHs paxiBlsaMU creliasbHocTi «Kibep6e3nekay.

AHasi3 OCTaHHIX JOCAiKeHb i ny6/IiKamii. Y 38’A3Ky 3 N0JIITUYHOIO Ta eKOHOMIYHOIO CUTYyalli€lo B YKpaiHi
npodecisa ¢axiBus i3 opraHizauii iHpopmauiiiHOI 6e3neku, abo paxiBid Mo 60poTh6i 3 KiGep3/04MHHICTIO, a60
¢daxiBug 3 kibepbe3neKy, HUHI OTpUMaJia IIMPOKe PO3MOBCIO)KeHHS. BinoBiqHo, nepe; BUIUMHU HaBYaJIbHUMH
3aKJIaZlaMH TI0CTA€ 3aBJIaHHSA 33/Jl0BOJIEHHA 3pPOCTAKY0Oro0 NONUTY YKPAlHCBKOIO CYCHIJIBCTBA Ha MiATOTOBKY
¢daxiBuiB BUIOI KBasnidikanii B rasysi iHpopmaniiiHOI 6e3neKd 3 BHUCOKUM piBHEM BOJIOAiHHS TeOpi€l Ta
IpakTUKOW0. [IpoTe [JOCATHEHHA BHUCOKOIO CTymneHsA npodecioHalisMy MOXJMBe JIMIIE 3a yMOBH HaJIeXHOI
bynnameHTanbHOI OCBITH. OCKiZIbKM MiXKIpeAMeTHI 3B'A3KU € eGpeKTUBHUM 3ac060M GOpMyBaHHS MPAKTUYHUX
YMiHb | HaBHUYOK 3aCTOCYBaHHS 3HaHb 3 OJHi€i AUCUUIIIHM NpU BUBYEHHI IHIIMX, TO mpobJseMa iHTerpauil
HaBYa/JIbHUX 3HaHb 3 0a30BUX Ta cHeljiaJbHUX AUCHMIVIIH SIK YMHHMK NiZiBULEHHA fKocTi npodeciiiHoi
MiJIrOTOBKK MallOyTHiX ¢paxiBLiB € Hapasi akTyanbHO (KopkoBa, 2017).

Po3BuTok iHpopMaLiliHUX Ta KOMYHIKaLliiHUX TeXHOJIOTiM CIPUYMHUB IIMOOKI CUCTEMHI NepeTBOPeHHS B
iHpopmariliHoMy Ta KibepHeTUYHOMY npocTopax. OCTaHHIH, B CUJIy CBOET crieniuiky, MOpoKY€e HOBI 3arpo3u Ta
BUKJIMKHU $axiBusAM 3 iHpopManiiiHoi 6e3neku. IHPopMaLiiHO-KOMYHiKaLiliHI TeXHOJIOTII CTa/Iu HUHI IOTYXHOM0
CHJIOI0 MIePeTBOPEHHS CYCHiJbHOTO KUTTSA Ta iHHOBALIMHOTO PO3BUTKY. [X aKTUBHE BNPOBA/HKEHHA MPAKTUIHO
B yci chepu XUTTEAIANBHOCTI MIXKHAPOAHOI CHIJILHOTH 3MIHMJIO OCTaHHIM 4YacoM CBITOBY eKOHOMiKy H
CIPUYMHUJIO TJMOOKI CUCTEMHI IepeTBOpPeHHs B IJI06aJbHOMY iHpopMauiliHOMy Ta KiGepHeTUYHOMY
npocropax. Matoyu neBHy cnenudiky, 1ii r;io6aabHi cy6cTaHIii MOpo/PKYIOTh, B CBOKO Yepry, HOBIi H, nepeaycim,
KibepHeTHYH]i 3arpo3u i BUKJIMKHY, po3B‘A3yBaTH sKi MaroTh ¢axiBiui 3 iHpopMarifiHoi 6e3neky, 036poeHi HOBUMHU
3HaHHSAMM | BMIiHHSAMM Ta iHHOBaUiWHUMM nigxogamu. [IpakTukyroui ¢axiBui 3 iHpopmaniliHOI 6Ge3neku
3iITOBXYIOTbCS 3 HOBUMHU CrelubiYHUMU 3aBJaHHSIMHY, sKi BUMaramoTb BiJj HUX HOBUX 3HaHb Ta BMiHb. /s
3abe3nevyeHHs] MOTPe6 CUJIOBUX CTPYKTYpP, a TAaKOXK BUPOGHHYOI Ta GaHKIBCbKOi chepu YkpaiHu y daxiBlsX,
CIPOMOKHUX BUSIBJSATH O3HAKU Ta aKTUBHO MNPOTHUJIATH CTOPOHHbOMY KiGepHETHYHOMY BILJIMBY, aBTOpaMHU
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MPOMOHYETHCS MiAXif 0 3aPOBa/PKEHHS B CUCTEMI BULIOI OCBITH YKpaiHU npodiato HaBUYaHHS «KibepHETUYHA
6e3neka». Kpim Toro, 4iTko BU3HAa4€HO KpUTepii, AKUM MalTh BiAnoBigaTu Taki ¢paxisui (Bypsayok ta in., 2016).

B yMoBax YkpaiHu, Ik Ha Hall MNOIJIs/, OJHOIO i3 TrOJIOBHUX Npo6JieM 3a/MIIAETbCA NPU LbOMY caMe
He33/I0BiJIbHE KaJ[poBe 3abe3nedeHHs ¢paxiBlUsAMU i3 kibep3axucty. lle mifTBepaKeHO y MaTepiaiax aHaMITUYHOT
nomnosiai HanjoHasbHOTro iHCTUTYTY cTpaTeriyHux AociimkeHb npu Ilpe3upgeHToBi Ykpainu «Ki6ep6esmeka:
CBiTOBI TeHJeHLii Ta BUK/JIUKHU AJs YKpalHH», a TaKOX pe3ysbTaTH ayAUTY HeLoJaBHO BHBeJEHUX 3 006iry
cTaHJapTiB BUIOI OCBiTHM y rany3i 3HaHb 1701 «IHpopmauiiiHa 6e3meka», sKi Mokaszanau, o npodeciiHi
KOMIIETEHTHOCTI, 3a/lekJapoBaHi B LMX Trajy3eBUX CTaHJAapTaX, HENOBHOI MipOI0 BpaxoBYIOTb CTaH Ta
IepCreKTUBY PO3BUTKY MeTOJAIB i 3ac06iB 3abe3neueHHs1 kibep6e3neku. IMOBipHO, caMe Lie cTajso BiZIpaBHOIO
TOYKOIO /il TPUUHATTA nocTaHoBU KaGiHeTy MiHicTpiB Ykpainu Big 29 kBiTHA 2015 poky Ne266, sika BHecJ1a
3MiHu 710 «[lepesiky rajyseil 3HaHb i CHelLlia/IbHOCTEH, 3a IKUMU 3AiHCHIOETbCS MiAroTOBKA 3706yBaviB BUILOI
OCBiTH» Ta BU3HA4YWJa JJid YKpaiHU 0e3MeKOBY crelniajbHicTh — 125 «kiGep6e3mneka», iMIeMeHTallisg AKOi B
OCBiTHIH mnpouec pAacTb 3Mory cdopMyBaTH 6a3uc y BHUJAI KOMIeTeHTHoOCTeH (coliaJibHO-0COOUCTICHUX,
iHCTpyMeHTa/lbHUX, 3arajJbHOHAYKOBUX, HpodecihHUX TOWO), BUPOOGHUUMX YHKUIH (ZOCHAIAHUIBKUX,
NIPOEKTYBaJbHULIbKUX, OpraHisaliiHuX, yNpaB/JiHCbKUX, TEXHOJIOTIYHUX, KOHTPOJIbHUX, IPOrHOCTUYHMUK,
TeXHIYHUX TOILO0) Ta TUNOBUX 3ajay, LI0 HMM BiANOBiAAIOTh, a TAaKOX YMiHb, AKMMHM MalOTb BOJOJITH
BUIYCKHUKU H (QaKTUYHO 3akjacTd GyHJAMEHT s IX NpakTUYHOI PoGOTH 3a HANpsIMOM opraHisaunii Ta
3abe3nedyeHHs KibepHeTUYHOI 6e3NeKHU.

HazzBuuaiiHo 3arocTpeHoro L npobseMa NOCTaE OCTaHHIM yacoM. llboMy crpusie, nepun 3a Bce, BUGYXOBe
3pocTaHHA 06cAriB iHPopMauii, A0 AKUX OTPUMAJU AOCTYI IepecidyHi rpoMajsiHY, BUHAWAEHHS MOTYXXHUX
KoMI'toTepiB i BOyJOBaHHUX MIKPOKOHTpPOJIEPIB, L0 MPUBEJO IEPEBaXHY OIIbLIICTh KpaiH CBIiTYy $K [0
rji06a/bHOI iHTesleKTyasti3allii Ta rinepiBUKOT0 PO3BUTKY MPOMUCJIOBOCTI, TaK W 3p0OHUJIO GiJibIll BPa3JIUBUMHU
J10 3arp0o3 aHTPONOreHHOr0 i TEXHOTeHHOT0 XapaKTepy, a TAaKOX NPUPOJHUX KaTaK/i3MiB, nepeAyciM, KpUTUYHO-
Ba)KJIMBI CErMEHTH Ta 06‘€KTH iX ekoHOMikH (Bypsiyok Ta iH., 2016).

Jloc/iAHUKY aKLIeHTYIOTh Y Bary Ha BUMOrax :

- BUMOTHY CbOTO/IeHHS L0/I0 YCBiZJOMJIEHHSI TaKUX MOHATH, SIK KibepnpocTip, NiJ, AKMM IepeBa)kHA YacTHHA
daxiBuiB y ranysi Ib Ta 3axucty iHpopmaliii po3yMitoTh BipTyasibHe COLIIOTEXHIUHE CEpeIOBUIIE i3 3aBJaHHAMU
[IpOrpaMHOro 3abe3nedyeHHAM KOMII'IOTEPHOI TEXHIKH, MepeXKeBOoro Ta TeJeKOMyHiKaliliHOro o6/1afiHaHHS, TaK i
KibepbOe3neka, miJ dkow Ti k ¢axiBli B6AYAKOTb CKJIAJOBY YacTHUHY IMOHATTA iHpopMauiiiHOI 6e3meku
(posraspgae Ti x caMi 3arpo3u, MeTO/ Y, 3aC00U i 3aX0/j1 3aXUCTY, aJie JIUIIe B IPOCTOPi KibepHETUYHOMY );

- BUMOru MixHapoaHoro craHgapty ISO/IEC 27032:2012(E), sAkui BUpakae MNOrJsj Ha Li MUTAHHS
MDXKHApOJHOI'0 €KCIIepTHOTO CepefioBHUINA M perjaMeHTye KibepOe3lneKy OKpeMHUM J[JOMEHOM Ge3IeKH, L0
3abesneuye KoHOIAeHUIHHICTD, LiJMicHICTE i focTynHicTh iHPopMalii y kibeprnpocTopi Ta Mae MPOSIBU JIUILE Y
B3a€eMOJil itofieil i opranisauiii B [HTepHeT;

- BUMOTU 3aTBep/XeHUX YkaszaMmu I[IpesujieHTa YkpaiHu Crparerii HauioHa/bHOI 6e3neku YKpaiHU Ta
Crtparerii kiGep6e3neku YkpaiHH, B SKUX NpiopuTeTaMH 3abe3leyeHHs Hal[iOHAJIbHOI OGe3NMeKd BU3HAUYEHO,
30KpeMa, YJI0CKOHaJleHHs1 npodeciiHol migrotroBku y coepi iHpopmaliiHoi Ge3neku, CTBOPEHHS CUCTEMH
MiITOTOBKU KaJipiB y cdepi kibepbe3neku A noTpebd opraHiB CEKTOpy 6e3neKd i 060pPOHM Ta 3ajydeHHS
HAyKOBHUX YCTAHOB, HaBYaJbHUX 3aKJaZiiB, TOIIO A0 PO3pPOOKU Ta peasisanii 3axoaiB i3 kibepbesmeku i
Kibep3axucry.

O3HayeHi BUMOTH, HA [yMKY HAayKOBLB, CIOHYKAIOThb /10 BUCHOBKY, 1110 3HAYHOIO MipOI0 Ha CyCINi/JIbHI 3allUTU
BIJIMBA€E TOH (QaKT, 1[0 HUHI OisblI 3aTpebyBaHUM CTa€E He 3axUCT iHdopMarllil gk Takoi, a 3abe3nevyeHHs
6e3mneky, BjacHe, Tiei iHpopmaliiHo-KOMYHiKaliiHOI cHcTeMH, Ha BxiA sikoi us iHpopmalis norparise, e BOHa
LUPKYJIIOE, HAKONIUYYETbCS Ta 00po6JseTbcs. JocaipkeHHs T MiXKHAapOZHOTO AO0CBiAy MiAroTOBKH ¢axiBIiB y
raaysi IKT 3acBiguuio ypaxyBaHHA npanefaBiiB Ha 3MicT IT-ocBiTH. BnpooBX OCTaHHIX AecATHpIY YOTHUPH
npodeciiini acouianii ACM, AIS, AITP, IEEE-CS 3aiiMmaroTbcs po3po6KO0 MiXKHApPOJHUX CTAaHAAPTIB MiIrOTOBKH
IT-¢axiBuiB, Takux ik Computing Curricula Computer Science 2001 (CC 2001), Information Systems 2002 (IS
2002), Computer Engineering 2004 (CE 2004), Software Engineering 2004 (SE 2004), momepegHiii Bepcil
Information Technology 2005 (IT2005), Computing Curricula 2005. 3okpeMa came mnpodecidHi acouianii
po3pobusisan kBadidikauiini Bumoru po IT-daxiBuiB i pekoMeHjauii mofo BifjIOBiAHUX OCBITHIX Hporpawm,
cranzgapty «Computer Curriculum», KOTpUit pery/sipHO OHOBJIIETbCs. OfHAK, po3po6JeHi JOKYMEHTH HOCATb
peKoMeHJalliiHUKM XapaKTep 110/[0 00CATY i 3MiCTy KOMI'IOTEPHUX OCBITHIX MmporpaM 6akajaBpcbKOTo piBHS. B
CC 2001 pomyckaroTbCcsd TpPU pPiBHI BUBYEHHS AUCHUIIIH - BBiAHUNA, HTPOMDKHUM, NOTJIMOJEHUH; TaKOXK
MPOMOHYIOThCA Ppi3Hi Mogeni i crTparerii HaBuYaHHSA: JJI9 BBigHOro piBHA - iMmepaTHBHa, O00'EKTHA,
dyHKIiOHa/NbHA, LIMPOKA, aJITOPUTMIUHA, aapaTHa cTpaTerii; 4/ IPOMIXXHOIro — TeMaTHU4Ha, CTUCJ/IA, CUCTEMHa,
Beb-OpieHTOBaHa CTpaTerii; AJs MOrau6jeHoro piBHs BUBYEHHS peKOMEHJI0BaHa iHAMBIiJyasbHA, KpeaTHBHA
cTparTerid, 10 po3pobJSETbCS [/l KOHKPETHOI IpyNnu CTyJeHTiB. Pa3oM 3 TUM, 000B‘AI3KOBUH NepeJsiik TeM i
MPOMOHOBAaHMUH Habip Mojesiell HAaBYaHHA y MOEAHAHHI 3 iHIIMMHU MOJIe/ISIMH, [0 BUKOPUCTOBYIOTh 3BO maroTh
BeJIMKY THYYKICTb NpPHU CKJI3JaHHI HaBYaJbHUX IJIAaHIB Y KOHKPETHOMY HaBYaJIbHOMY 3akJaJi, y3arajbHIO€E
aHasiTuaHuM oryisiz B. CeqoB.
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3arasoM, pas IT-ocBitu E€EBpoOmeMcbKUX YHIBEPCUTETIB MNpUTAMaHHA THy4YKa CHUCTeMa MOOY/J0BHU
iHpuBifyanbHOl TpaekTopil HaB4YaHHA. CTyEeHT BCTyNa€ Ha HalpsM MNiATOTOBKHY, a CHeliaJbHICTb OTPUMYE y
pe3yJsbTaTi BJacHOTro J060py AUCLUILIIH, KOTPI BiANOBial0Th cpepi Horo npodeciiHUX iHTepeciB NOYMHAIOYH 3
Jipyroro a6o TpeTbOro POKy HaBYaHHsA. TakuW miAxijJ 103BOJISIE YCBiIOMJIIOBATU KOJIO MpodeciiHuX iHTepeciB i
NepCleKTUBHUX HAIpsMIB JAOCHI[PKeHHs BXKe Ha eTali BCTyNy A0 MaricTpaTypu. BaxiumBo 3a3HauuTy, 110
nepeBa)KHa Oi/NbIIICTh YHIBEPCUTETIB TiCHO CHiBIpaniolTh 3 6Gi3HEC-CTpyKTypaMu y cdepi iHpopmaninHux
TEXHOJIOTiH, pO3MilllyI0Th TeXHONAPKH, AOCAiAHULIbKI JJabopaTopii Ha ByacHil TepuTopil. Takui migxis 3HaYHO
MOCUJIIOE TMPaKTU4YHYy NiAroTOBKY MaWOGyTHBOTO iHXXeHepa-mporpamicra Ta CTBOPIOE MaMJjaHUYUK [
NMpOBeJIeHHS JOC/Ii/)KeHb MaricTpaMy. AHaJjli3 MaricTepcbKUX NMporpaMm y ranaysi iHpopMaumidiHUX TeXHOJIOTii
pizHux 3BO YkpaiHu 3acBig4uB, 1110 MiIFTOTOBKK MaricTpiB MpPOBOJUTLCH 3a JIEHHOI a60 3a04HOK GOPMOI0
HaB4YaHHS. TepMiH HaBYaHHS 33 MariCTepPChbKOIO MpPOrpaMmoro ckiaagae 1 pik aasa geHHoi ¢opmu HaBuyaHHA (1,5
POKHM [/l 3a04HOI popMH HaBYaHHs) JJis 0Ci0, ki MarTh KBaJidikalito cnenianicta, abo 1,5 poku s AeHHOI
dbopMu HaBYaHHA (2 pOKHU AJ151 3a04HOI POPMU HaBYaHHSA) JJIs 0Cib, AAKi MalOTh KBaslidikauito 6akanaspa (Cenos,
2015; Cenos, 2016).

BukjajJ, OCHOBHOro Marepiany jgociigkeHHA. B ymoBax iHdopMaliiiHOro cycmnijibCTBa y BUMIpi
COLIIOTEeXHIYHUX CHUCTEM BAXKJMBOK CKJIAJ0OBOI KiGepHETHMYHOro MPOCTOPY — TeXHOJIOTiyHoi miatdopMu Ajs
dopMyBaHHS IJ106a/bHOTO iHPOpPMaLiHHOTO CyCIiJbCTBa 0€3 KOpJIOHiB, BCe6iYHOTO PO3BUTKY OCOOUCTOCTI Ta
edekTHUBHOI KOMYHiKaLii MiX Jilep>kaBolo i CycniJIbCTBOM € JIFDAMHA.

Came ToMy B iepapxii ii KJIOYOBUX KOMIETEHTHOCTEH 4YiJibHe Miclle 3aiiMae KOMIETEHTHICTb Oe3NeKu y
CYCINiJIbCTBI, CKJIaf0BUMHU AKOi € iHpopMaliliHa Ta Kibepbesneka. Bij iHdopmaniliHOi KyJbTypHU i oCBideHOCT]
caMoil JIFOJIMHY, @ TaKOX MOBEJiHKOBUX KOMYHIKaTUBHUX PaKTOpiB i CycmiibHUX rapaHTii 6e3neKd 3a1eXUTh
Ge3MeKa KUTTEiSIJIbHOCTI B LIiJIOMY.

CyyacHi TexHiyHi iHHOBaI{], 1[0 MOB‘I3aHi 3 PO3BUTKOM TEXHOJIOTIH i cepBiciB Mepexi IHTepHeT, 3yMOBUIH
CBITOBY TeHJEHIil0 y HOBOMYy poO3yMiHHi 4yepe3 npucraBky «Kibep» mnoHATb «iHpopmauiiHUNA mpocTipy,
«iHdopMaLilHi pecypcu», «iHpopMauiiiHa iHdpacTpykTypa» Ta «iHpopMauiiiHa 6e3neka». OTxe, BIJHOCHO HOBe
MOHATTS «Kibepbe3neka» nepejdadyac 3HAYHO GiIbIINN 06CAT MOXKIMBUX peastizaniil iHpopMaLiliHUX 3arpo3 JJis
JIDAWHY, CYCIIIJIbCTBA, Jlep>KaBU Ta MKHApPOJHOI CNJILHOTH, HiXK Ti, 110 Masiu Micue y Haioamxk4i 10-15 pokis
TOMy. 3a3HadeHi iHHOBaLii CBITOBOro TEXHOJIOTIYHOTO PO3BUTKY NpPHU3BENU [0 BiamoBigHoI TpaHcopmanii
npodeciiiHoi AisgbHOCTI i3 3a6e3nedyeHHs iHQOpMaliiiHOT 6e3MeKH, CTBOPEHHS Mi)KHApPOJHUX Ta HaLliOHAJbHUX
cucTeM Kibepbe3neku 30KpeMa, 106 rapaHTyBaTH Kibep6e3neky JIOAWHI Ha PiBHI BHYTDIlIHbOJEpXaBHUX i
Mi>KHapOJHUX KOMYHiKaIiil.

daxoBa MmiiroToBKa B CUCTeMi BHUIOI OCBiTU MOBHHHA TPaHCPOPMYBATHUCb i PO3BUBATHUCH BiJMOBIAHO 110
peaniii po3BUTKYy mnpodeciiHuxX BHUAIB AisaibHOCTI. 3anpoBa/pkeHHS B YKpaini HoBoi cmenjasbHocTi 125
«Kibepbesneka» ranysi aHanb 12 «IHdopmaniiiHi TexHoJI0Tii» aKTyasni3yBaso yBary Ao npo6JjeMu MiJjBUILEHHS
sikocTi npodeciiiHoi nigroToBky GaxiBLiB A/ NPUBATHOTO i Aep>KaBHOT0 CeKTOPY 3aXUCTy iHpopMalii, a TaKox
PaBOOXOPOHHUX CTPYKTYp, 110 NPOTHUJIIIOTb NposiBaM KiGep3/J04YMHHOCTI. 3BiCHO, 3‘IBUBCA JOJATKOBUH
MOTUBAI[iHHUN BaXiJib JIJIs IePEOCMUCIEHHS iCHYIOUUX KOHIENTYaJlbHUX MiAX0AiB A0 opraxisanii npodeciiiHoi
niroToBKKU ¢axiBLiB KOJHUIIHBOI ranysi s3HaHb 1701 «IHdopmariilina 6e3neka» Ta HAYKOBOrO OOI'PYHTYBaHHS
onTuMmizaii ¢paxoBoi MiIrOTOBKHU.

3aB/aHHA 3a6e3ne4YeHHsI Kibepbe3neKH JIOAUHY, CYCHIIbCTBA, Jep>KaBy Ta MiXKHApOAHOI CHIJIBHOTH € HaATO
Ba)KJIMBUM 3 M03U1lii 3a6e3MedyeHHs TPOMa/ICbKOi, HallioHaJbHOI Ta Mi>KHApOHOI 6e31eKH, JOTPUMAHHS rapaHTii
npaB i CBO6O/ JIIOJUHY i rpoMaJIssHUHA Y KibeprnpocTopi.

ToMy nuTaHHA MiJrOTOBKH 06akaJsaBpiB crneniasbHOCTI «Kibep6e3neka» 06roBOpPHOBAJOCh YYaCHUKAMH
kpyrJioro crosy, MOH Vkpainu (2016 poxy). EkcnepTHe cepefoBullle BHUCJIOBUJIO JYMKY MPO BaXKJIMUBICThb
nepejyciM INpakTU4YHOI cHopsAMoBaHOCTI npodeciiiHoi niArotoBku aAna uiei chepu aisapHocTi. MinicTp
JI. pvHeBUY HaAroJiocu/a Ha TOMY, 1J0 MU MAaEMO MOXJIUBICTb [TOKa3aTH HOBUU NiAXiJl 0 TBOPEHHH CTaHAAPTY
BUI01 OCBiTH. lle MOTPiOGHO POOUTH He TiJIbKU B OCBITAHCHKOMY CepeJIOBUIIi, a B IEPIIY Yyepry, yepes Aiajor 3
po6oToAaBUsAMHU i TUMH, XTO GOPMYE CBOE 3aMOBJIEHHS Ha BiAmnoBigHI npodeciiini kBanidikauii (Exkcnepri...,
2016).

[IpakTHUyHy ckJafioBy ¢opMyBaHHS npodeciiiHOI KoOMIeTeHTHOCTI MaWbyTHiX QaxiBLiB 3 Kibepbe3neky,
JIOL[IJIbHO PO3IJIAAATH 3 ypaxyBaHHAM IIUPOTH iX nmpodeciiHoro npodinto, Askui Bignosigae Buaam, 3MicTy Ta
TEXHOJIOTiAM cy4yacHoi mnpodeciiiHoi AisabHOCTI, AWMHaMiku ii pPO3BUTKYy B HaWGMMKYiA Ta BigmasieHii
MepCHeKTHUBI.

Crnenudika ¢axoBoi miAroroBku H ¢opMyBaHHA MpodeciiHOI KOMIETEHTHOCTI MaMOyTHiX ¢axiBuiB 3
Kibepbe3neku 3yMOBJIIOE 3aCTOCYBAaHHSA iHTerpoBaHOro MiAXoAy, 10 6a3yeTbcs Ha MiXNpeAMETHMX 3B’f3Kax
baxoBux i ¢yHAaMeHTa/JbHUX HaBYaJbHUX AUCLUIUIIH Ta ePeKTUBHOI'O PO3IMOAiNy HaBYaJbHUX MOAYJIB B
cucteMi npodeciiHol NiATOTOBKY 3 YpaxyBaHHAM MOJepHi3aliliHUX OCBITHIX 3MiH, NeAaroriyHoi iHHOBaTUKU Ta
3aCTOCYyBaHHI iHHOBaL[iMHUX OCBITHIX TexHoJOrid A/ GOpMyBaHHS KOMILJIEKCHOI OTOBHOCTI J0 peasnisanii
¢dbaxoBUX KOMIIETEHIIiH 3 KibepOe3neKH.
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AHani3 ocBiTHBO-NpodeciiHUX NMporpaM Ta HaBYAJIbHUX IJIAHIB MiAArOTOBKM 6akaJaBpiB 3i crneriaJbHOCTI
125 «Kibepbesneka» A03BOJMB 3pOOUTH BUCHOBKH, 1[0 Oi/IbIIICTD NPOdeciiHO-OpiEHTOBAHUX AUCHHUILIIHH, SKi
3abe3nedyl0oTb 0a30Bi 3HAaHHA 3 ycCiX acnekTiB 3axucTy iHdopMauii I'pyHTy0Tbc Ha yHAAMeHTa/IbHIN
MaTeMaTU4HiKH mnigrotoBui. OCKiJIbKM MaTeMaTW4YHI 3HaHHS BUKOHYKOTb pOJIb METOJOJOTIiUHOI OCHOBU
HAyKOBOI'0 3HaHHA Ta 6a30Boi CKJaAoBOi 6iNbIIOCTI MPOQiNIOIYUX AUCHUILIIH, MaTeMaTUYHI AUCIUIIIHU
BUBYAIOTbCA CTYyAEHTaMM JAHOI CleliaJbHOCTI Ha MepIoMy Ta JpyroMy Kypcax. [Ipy BUBYeHHI AUCLHUIUIIH 3
nukay npodeciiinoi miaroroBku: «Teopis iHdopmanii Ta kopyBaHHA», «OCHOBM KpUNTOrpadidyHOro 3aXUCTy
inpopmanii», «KomnnekcHi cucTeMu 3axucTy iHPopMauii» gaa Bjasoro WUpPyBaHHA [AaHUX HeOOXiAHI
cbopMoBaHi KOMIIeTEHIIil 3aCTOCYBaHHS MaTeMaTUYHUX MeTO/iB, Mojesnel. Y «Teopii pu3uKiB» AJ11 BUKOHaHHS
MO/IeJIIOBAaHHSI PU3UKY BUKOPHCTOBYIOThCSI 3HaHHA 3 «Teopii iMoBipHOCTel» Ta «MaTeMaTUYHUX METOJIB i
MoJiesieli», 30KpeMa BHUKOPHUCTOBYIOTH KijJibKa KJjaciB MaTeMaTHUYHUX MoJejed i MeToAiB: JiHiHe Ta
CTOXaCTUYHe MporpaMyBaHHs, TeOpito irop; Teopito HeYiTKUX MHOXMH Ta iH. (KopkoBa, 2017).

Jloni/IbHO 3BepHYTH yBary Ha IeBHi CKJIaJHOLi y opraHisauii npodeciiiHoi NiAroToBKM MalbyTHiX ¢axiBLiB 3
Kibep6e3sneku (ta IT y ninomy), 3Bakaroud Ha Taki acleKTH sIK: 4ac pO3po6JieHHs, 3aTBepJKeHHA Ta Aii
CTaHJAApPTY BUILOI OCBiTH; Yac popMyBaHHs opraHizaniiiHo-MeToANYHOrO 3a6e3MeyeHHs] HaBYaJIbHOTO MPOLECY;
TepMiHM HaBYaHHS 3706yBadya BUILOI OCBIiTH; AMHaMiKa PO3BUTKY TeXHOJIOTiIH y mpodeciiiHoi AifbHOCTI i3
3abe3nevyeHHs Kibepbe3neKHy Ta Yac «cTapiHHA» paxoBoi iHPopMalii.

fAxicHe popMyBaHHA npodeciiiHOl KOMIIETeHTHOCT]I MalibyTHBOro gaxiBLd 3 Kibepbe3neKku MOXKJINBe Jiullle B
paMKax KoHueniii HermepepBHOi oCBiTH. ToMy NpUHUMNM Ta MiAXOAW A0 MOOYJOBH KOMIIETEHTHICHOI MojeJi
BUNycKHMKa 3BO (BuMoru Jjo craHgapTy3sauii ocBiTH) 3a crnenianbHicTio «Kibepbesneka» NOBUHHI BpaxoByBaTH
MoTeHIiaJIbHi LIiJIi Ta 3MicT HOro moAaJblIoro HaBYaHHs.

OpraHizanito npodeciiiHol MmirOTOBKM MalOyTHIX ¢axiBIiB 3 KibepOe3neKH JAOLIJIbHO pO3rJsJaTH B
KOHILeNUii CcTylneHeBOi HelepepBHOI OCBITM Ta B paMKax coLjiaJbHOro naptHepcTBa Mix 3BO, gepxasoro,
6i3HecoM, BITYM3HAHHUMU Ta MiXKHAPOJHUMU TPOMaJICbKMUMM OpraHisanissMy. 3araJbHOK OCHOBOK KOHIEMNIii
pPO3BUTKY HeIlepepBHOI OCBITHM € iHHOBaLiMHUK 3MicT i dopmu ¢axoBoi HmiAroTOBKM B YMOBaxX BHUIIOrO
HaBYaJIbHOTO 3aKJaJy, po3po6ka epeKTUBHUX MeTO/iB HAaBYAHHSA B NMPOJOBXK >KUTTS i BCEOCS>KHOI'0 HAaBYaHHH,
sKe BkJI4Yae popmanbHe, HedopMmaibHe i mo3adpopManbHe HaBYaHHA) 1 crpuse npodeciiHOMY PO3BUTKY
¢daxiBuiB Kibepbe3nEKH.

CaMe Ha iHHOBaliliHY OCBITHIO AifIIBHICTH LiJecnpsAMOBYOTh CTpaTerisl iHHOBaL[iHHOTO PO3BUTKY YKpaiHU
Ha 2010-2020 poku B yMOBax rJ106a1i3allilHUX BUKJ/MKIB, afleKBaTHUX CTpaTerii i mporpaM MoAepHizaliiHux
OCBiTHiX 3MiH. BpaxoBywuu cneuundiky AisapHocTi Ta chepu kKoMmmeTeHLid cy6‘exkTiB HanioHanbHOI cucteMu
kibepOe3sneku (auB. Yka3u Ilpe3upmenta Bifgl15.03.2016 N296/2016; Bim 07.06. 2016 Ne 242/2016),
MpIOPUTETHUM BEKTOPOM oOpraHisanil micasaunaomMHoi ocBiTH ¢axiBuiB 3 KibepOe3nekn B YKpaiHi MokHa
BBaKaTH GOpPMM Ta MeTOAM JAUCTAHLiHHOrOo HaB4aHHsA (y po3yMiHHI e-learning), mo mnepezn6ayawTb
BUKOPUCTAaHHSA OCBITHIX [HTepHeT-CUMy/IATOPIB A/ peasnisanil Aig/JbHICHOrO nigxoAy y HaB4aHHI. Ha croroani
OCHOBHOM TeHJIeHIIi€10 opraHizanii micasaaunioMHoi ocBiTH y cdepi kibepbesneku (IT y uisiomy) € gucraHIiliHe
HaBYaHHsA Ta cepTudikalia cnenjanicTiB Ha HalioHaJibHOMY 1 MibKHapogHoMy piBHaX. Ilpu  1bomy
ceptudikaniiiHi EHTPHU AOCTAaTHBO YacTO BHU3HA4YAlOTh BUMOTH [0 MOINepeAHbOi OCBiTH, cremniajiizauii Ta
JloCBiy po60TH, po3po6JIsiloTh iIHHOBAIilHI GOPMHU NPAKTHYHO OPiEHTOBAHOI'0 HABYAHHS MiJ| KOXKHY KaTeropiro
daxiBLiB, 3MIHIOIOTB Ta yA0CKOHAIIOKTh 3MiCT HAaBYaHHS 3 OSIBOI0 HOBUX TEXHOJIOTIH Kibep3axucTy.

BucHOBKM. [HHOBaliHHUK 3MicT mpodeciiiHOI MiAroTOBKM MaWbyTHiIX ¢axiBliB i3 kibepbe3smeku Ta ii
npodeciiiHa CHpsIMOBAHICTb BiJNOBIZHO JO Cy4YacHUX MNOTPed CYCHiJbCTBAa 3YMOBJIIOIOTH MO/JepHi3allito
HaBYa/JIbHUX IJIaHIB i mporpaM NiroTOBKM JBOPiBHEBOI'0 HellepepBHOI'0 HAaBYaJbHOI'O INpolecy «bakaiaBp-
MaricTp» Ha OCHOBi iHTerpoBaHOTO HiAXoAy A/ GOpMyBaHHS KOMILJIEKCHOI TOTOBHOCTI ZI0 peasisallii paxoBux
KOMIIeTeHLi} 3 Kibepbe3neKHu.

[lepcnekTHBaMu MOJAJNBIIOTO PO3BUTKY HANpsAMy JOCHI[KEHHS € HayKoBe OOIPYHTYBaHHSA CUCTEMHU
dopmyBaHHS npodeciiHOl KOMIETEHTHOCTI Malb6yTHIX paxiBIiB kKibepOe3neKH y BUIUX HaBYaJIbHUX 3aKIafiaX.
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OPTIMIZATION OF PROFESSIONAL PREPARATION OF FUTURE FACTORS FROM CYBER SECURITY
BASED ON INNOVATIVE PEDAGOGICS AND INTEGRATED APPROACH IN THE RELEASATION
SYSTEM OF KEY SECURITY COMPETENCES IN INFORMATIONAL SOCIETY

The article substantiates the optimization of the professional training of future cybersecurity specialists on the basis of
innovative pedagogy and an integrated approach in the implementation of key security competencies in the information
society. It has been determined that the specificity of professional training and the formation of professional competence of
future cyber security specialists results in the application of an integrated approach based on interdisciplinary links between
professional and fundamental educational disciplines and an effective allocation of training modules in the system of
professional training, taking into account modernization educational changes, pedagogical innovation and application
innovative educational technologies for the formation of a comprehensive readiness for the implementation of professional
competences in cybersecurity.

The task of ensuring the cyber security of a person, society, state and the international community is extremely
important from the point of view of ensuring public, national and international security, observance of the guarantee of
human and civil rights and freedoms in cyberspace.

Key words: information security, cyber security, vocational training, innovative educational technologies, integrated
approach
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