modern psychology by exploring new areas of study
relevant to contemporary issues.

5. O’Keeffe G., & Clarke-Pearson K. (2011). The Impact of
Social Media on Children Mental Health: A Review Of The
Evidence . Pediatrics , 127(4), e898-e906 . doi:
10.1542 /peds.2010-3557

6. World Health Organization (WHO): The WHO offers global
perspectives on mental health issues and provides data-
driven insights into emerging challenges facing mental
health professionals worldwide
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Academy in Piotrkow Trybunalski, Poland

Introduction. Rapid technological developments pose a serious challenge to
Poland's national security. They have a direct impact on elementary aspects of national
security, such as the fight against terrorism, ensuring the security of state institutions
in cyberspace and guaranteeing the continuous military development necessary to
counter both conventional and hybrid threats. The functioning of state entities and
their citizens requires constant adaptation to the dynamically changing environment on
the international arena. Poland, standing up for its national interests, must be in
constant readiness to face the above-mentioned challenges. This requires making the
best possible use of the opportunities and mitigating the threats associated with the
constant multisectoral development of technology. With the problem situation outlined
in this way, the main research problem of the article is formulated in the form of the
question: Which challenges related to technological development have a significant
impact on Poland's national security?

The specific problems were formulated in the form of the following questions:

1. What are the challenges of technological development?

2. What measures is Poland taking to adapt to the rapidly evolving
environment in cyberspace?

3. What is the impact of technological development on Poland's military
security?

4. How can state institutions use modern technologies to combat international
terrorism?

The aim of the article is to identify and diagnose technological development in
the context of Poland's national security.

The following research methods were used in the conducted research: literature
analysis and criticism, comparison, generalisation.

Impact of technological developments on cybersecurity. Technological
development is significantly responsible for the state of international security of states
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in the aspect of cyberspace. The cyberspace of the Republic of Poland includes, inter
alia, ICT systems, networks and services of particular importance for the internal
security of the state, the banking system, as well as systems ensuring the functioning
of the country's transport, communications, energy, water and gas infrastructures and
health care IT systems [7, p. 11-24]. Cybersecurity is one of the most frequently
addressed security topics. It is crucial to make both organisations and state institutions
aware that the development of an informed society depends directly on an open and
widely accessible, but above all secure, cyberspace. Poland is also subject to cyber-
attacks. In order to ensure further uninterrupted development of the state, it is
necessary to adapt the national law as well as the organisational changes necessary to
ensure an adequate level of security in cyberspace [2, p. 103-128].

The motivation for most cybercriminals is usually profit, an example being so-
called ‘hacktivists’, who, in pursuit of ideological goals, commit acts such as stealing
and destroying sensitive data or obstructing access to it. Cyberspace is also used by
terrorists as a tool for politically motivated activities [8, p. 2]. Due to the controversy
and problems with clearly defining the term cyber-terrorism, it is difficult to clearly
qualify specific examples of attacks as the result of terrorist activity in cyberspace. A
classic example is the massive cyber attacks on the ICT infrastructure of many
countries or institutions, as exemplified by Estonia, where in 2007 cyber attacks led to
the paralysis of the state [3]. Some countries have also opted to develop offensive
capabilities, creating appropriate structures within the armed forces and researching
new types of ‘cyber weapons’, thus building their own deterrence resources against
potential adversaries. In addition to specially dedicated units operating within the
armed forces, selected countries also use the services of paid experts who, as
mercenaries or members of the ‘cyber police’, carry out offensive and defensive tasks
in cyberspace [11, p. 403-416].

Development of modern technologies and Poland's military security.
Poland's military security is significantly dependent on technological developments.
An example of this is the use of artificial intelligence in the military sphere.
Experiments on the use of artificial intelligence in autonomous weapons systems have
been carried out around the world for several years and will soon certainly lead to a
new generation of weapons [10]. Kalashnikov plans to include neural network
modules in its weapons, based on the principles of the human brain. Systems based on
such solutions learn tasks by themselves and it is likely that the Russian company's
weapons will be able to make autonomous decisions on the battlefield in a few years'
time [4]. Autonomous weapon systems also have strategic implications. In the case of
simultaneous use of several weapon systems in a dynamically changing operational
environment, sudden interactions between systems could lead to unforeseen
consequences. Unwanted political and strategic consequences could also occur if
decision-makers fail to keep up with the pace of change on the future battlefield.
Under such conditions, and with a high degree of digitised command processes and
autonomy of combat systems, open armed conflict could occur rapidly [5, p. 101-
113]. Consideration should also be given to the potential use of nanotechnology for
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military purposes. Composite materials have high thermal, mechanical and electrical
properties. They can be used to produce smart uniforms that, in the event of a soldier
being injured and losing consciousness, identify the presence of albumin and
automatically send a radio signal for assistance. Composite materials, due to their
lightness, flexibility and good energy absorption properties, offer great potential for
producing armour that protects the soldier's entire body. The lightweight, porous
surfaces of nanofibres offer membrane-like properties that can sense, break down and
filter toxins that appear on the battlefield and thus provide effective protection against
chemical and biological agents. Admixtures of silver, magnesium, nickel and titanium
nanoparticles significantly improve the decontamination properties of nanofibers [1,
p. 125-139].

Use of modern technology in the fight against terrorism. Advanced modern
technologies can also be used in the fight against terrorism. Crisis situations require
sophisticated measures. One such measure is the PROTEUS System, as an integrated
mobile system. The PROTEUS project was initiated in 2009 with the aim of
improving the operation of uniformed services during rescue and firefighting
operations, natural disasters and counter-terrorism activities. The PROTEUS system as
a whole creates an improved, integrated crisis management centre. Many years of
engineering work have created a system that makes it possible to act in emergency
situations whose consequences can be predicted, but also in events that force the use
of unconventional methods [9]. For this reason, the PROTEUS System has been
provided with a range of technologies to meet the task. The design includes:

— Mobile Command Centre (MCD);

— Mobile Robot Operator Centre;

— Small mobile robot;

— Mobile intervention robot;

— Mobile robot with enhanced functionality;

— Unmanned flying vehicle (BSL).

The combination of all pieces of equipment creates a supplementary system that
ensures integration between man and machine. Thanks to this application, anti-
terrorist and counter-terrorist operations ensure a high level of elimination of the crisis
situation. The main consideration of the designers was the mobility of the systems
included in the project. Thanks to such a solution, the action can be coordinated
directly at the scene of the incident, which saves time for information transfer and
decision-making [9]. Subsequently, the ability to configure subsystems improves,
among other things, reconnaissance tasks in hard-to-reach areas, as well as the
removal and disarming of explosive charges. The durability and damage resistance of
the equipment allows it to perform operations in the most extreme conditions. In turn,
the remote control of mobile robots allows a safe distance to be maintained from the
threatened area without endangering the machine operators [6, p. 161-175].

Conclusions. The research shows that modern technologies have a significant
impact on Poland's national security. Modern information technology brings advanced
cyber security tools and capabilities. However, this also increases the potential for
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cyber-attacks, which requires continuous improvement and adaptation of cyber
security policies. The development of military technology, including artificial
intelligence, nanotechnology or cyber weapons, is changing the face of national
defence. Poland needs to invest effectively in modern defence technologies to
maintain its defence capabilities at an appropriate level. Modern technologies affect
the protection of critical infrastructure, against potential terrorist attacks. Integrated IT
systems can increase efficiency, but at the same time they increase the risk of cyber-
attacks, which can have serious consequences for the functioning of the country.

Poland must continue to invest in research and technological development in order to

effectively manage new national security challenges. It is also necessary to strengthen

international cooperation to share best practices and work together to defend against
modern technology threats.
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IPOBJIEMA JTIAI'HOCTUKHU KOI'HITUBHOI C®OEPHU JITEH
JOUWKIJIBHOI'O BIKY 3 PAC
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KurouoBi cqoBa: aymusm, KoeHimusHuti po3eumox, OiacHOCMUKA, po31aou
aymucmuunozo cnekmpy (PAC).

AKTYyaJbHICTb. 32 IT’ITh OCTAaHHIX POKIB, 3T1IHO 3 OQIIIHHUMH CTATUCTUYHUMU
nanumMu MO3 Ykpainu, KUIBKICTb JIIT€H 3 PO3JIalaMyd ayTUCTUYHOrO CIEKTPY B HaIIii
kpaini 3pocna 3 17,0 no 48,2 na 100 tucsa Hacenenus [2]. Take cTpiMKe 3pOCTaHHS
MOSICHIOIOTh HE JIMIIIE 30UIBbIIEHHSIM KUIbKOCT1 HOcliB PAC, ane 1 3MiHOIO NIIXOIB 110
TIarHOCTUKH, PO3IITUPEHHIM JTIarHOCTUIHUX MOYKJIIMBOCTEH.

AKTyaJIbHOIO Ha ChOTOJHI € mpobjiema corjanizamii giteir 3 PAC, ockibku
OCHOBHMM CHUMIITOMOM BKa3zaHoro posnazgy, 3rizHo 3 MKX-11, € nopymeHHs
JIBOCTOPOHHBOI coIlianbHOI B3aemoii. [Ipore, memani Ounbiie yBaru NPUAUTSIETHCS
BUBYCHHIO 0COOJMBOCTEHM KOTHITUBHOI cdepu aiter 3 PAC, momyky mmsxiB ii
Kopekmii. B mepmry depry Takmii iHTepec OOYMOBJIEHUN BIPOBAHKCHHIM
IHKJTFO3MBHOT'O HABYaHHS, SIKE Mepeadayae peaizaliio mpaBa BCIX JITEH, HE3AIEKHO
BIJl CTaHy iX MCHXIYHOrO Ta (PI3MYHOrO 3/70pPOB’sl, HA OTPUMAHHS 3arajlbHOI OCBITH.
3anass 3aCBOEHHS MPOTPaMU  3arajibHOOCBITHHOI IIKOJIM PO3BUTOK KOTHITUBHOI chepu
JUTUHU Ma€ KIIIOYOBE 3HAYEHHS, OCKUIBKM caMe CTaH Mi3HaBaJIbHUX IMPOIECIB
BEJIMKOIO MIPOIO BU3HAUAE 37aTHICTh TUTUHU 3aCBOIOBATH 3HAHHSI 1 3aCTOCOBYBATH iX.

AkicHa AlarHOCTMKAa KOTHITUBHOI cdepu J03BOJSE€ HE JIMIIEe BU3HAYUTH
TOTOBHICTh JUTHUHHU JIO MIKIJILHOTO HaBYaHHS, PIB€Hb MIATPUMKH Ta 3MICT HaBYaHHS,
ajle ¥ po3poOUTH BIAMOBIAHUI KOPEKIIMHUN MapmipyT, MO € BaXIUBUM IS
3M1MCHEHHS MPAaBWIbHUX KOPEKIIHHUX 3aXO/I1B.

[IpobGnema miarHOCTUKHA KOTHITUBHOI C(epu MOCTIKyBajlacs BITUM3HSHUMU 1
3apyOoikHUMH BueHMMH. Tak, B Iramii me B 19 cr. Il. Ilinmoni Oymo po3poOiaeHo
nporpamMy Ui €KCIEePUMEHTAIBHOTO JTOCTI/DKEHHS 1HTEIEKTYaJbHOTO PO3BUTKY
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